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ADDENDUM 
(CLOUD/OFFSITE HOSTING) 

Vendor:

Agreement:

The City of Everett (City) and Vendor are parties to the Agreement as shown in 
the table above.  Regardless of anything to the contrary in the Agreement, the 
Vendor agrees as follows: 

1. Compliance Requirements: Vendor must maintain System and
Organization Controls 2 (SOC2) compliance and provide annual SOC2
reports to demonstrate Vendor’s compliance with the Trust Services
Criteria. Vendor must ensure that all systems and services provided to
the City meet or exceed the SOC2 requirements. Vendor will also
promptly notify the City of any changes in its SOC2 compliance.

2. Data Ownership:  The City shall own all right, title and interest in its
data related to the Agreement.  Vendor shall not access City User
accounts, or City Data, except (i) in the course of data center
operations, (ii) response to service or technical issues, (iii) as required
by the express terms of the Agreement, or (iv) at City’s written request.

3. Confidentiality: Vendor shall protect the confidentiality of City data
and shall not disclose any City data to any third party without the City’s
prior written consent. Vendor shall maintain appropriate security
measures to protect City data from unauthorized access, use, or
disclosure.

4. Data Protection:  Protection of personal privacy and sensitive data
shall be an integral part of the business activities of Vendor to ensure
that there is no inappropriate or unauthorized use of City data at any
time. To this end, Vendor shall safeguard the confidentiality, integrity,
and availability of City data and comply with the following conditions:

a. All data obtained by Vendor from the City or from affiliates of the
City under the Agreement shall become and remain property of
the City.

b. At no time shall any data or processes which either belongs to
or are intended for the use of City or its officers, agents, or
employees, be copied, disclosed, or retained by Vendor or any
party related to Vendor for subsequent use unless such use is
authorized by the City in writing.

5. Data Location: Vendor shall not store or transfer non-public City data
outside of the United States.  This includes backup data and disaster
recovery locations. Vendor will permit its personnel and contractors to
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access City data remotely only as required to provide technical 
support. 

6. Encryption:

a. Vendor shall encrypt all non-public data in transit regardless of
the transit mechanism.

b. For engagements where Vendor stores sensitive personally
identifiable or otherwise confidential information, this data shall
be encrypted at rest.  Examples of such information include
without limitation: social security number, date of birth, driver’s
license number, financial data, federal/state tax information, and
hashed passwords. Vendor’s encryption shall be consistent with
validated cryptography standards as specified in National
Institute of Standards and Technology FIPS140-2, Security
Requirements. The key location and other key management
details will be agreed to by City and Vendor technical staffs.
When Vendor cannot maintain encryption at rest, Vendor
must maintain, for the duration of the Agreement, cyber
security liability insurance coverage for any loss resulting
from a data breach in accordance with Supplier shall
procure and maintain insurance as required under cyber
liability insurance requirements at:
https://www.everettwa.gov/319/Procurement.  Additionally,
where encryption of data at rest is not possible, Vendor
must provide to the City a description of its existing
security measures that provide a similar level of protection.

7. Breach Notification and Recovery:  The City requires public breach
notification when citizens’ personally identifiable information is lost or
stolen. Additionally, unauthorized access or disclosure of non-public
data is considered to be a breach. Vendor will provide notification
without unreasonable delay and all communication shall be pre-
coordinated with the City.  When Vendor or Vendor’s subcontractors
are responsible for the loss, Vendor shall bear all costs associated with
the investigation, response and recovery from the breach, including
without limitation credit monitoring services with a term of at least three
years, mailing costs, website, and toll free telephone call center
services. The City rejects any limitation on liability that purports to
relieve a vendor from its own negligence or to the extent that it
purports to creates an obligation on the part of the City or State of
Washington to hold a vendor harmless.

8. Notification of Legal Requests:  Vendor shall notify the City upon
receipt of any electronic discovery, litigation holds, discovery searches,
and expert testimonies related to, or which in any way might
reasonably require access to, the data of the City. Vendor shall not
respond to subpoenas, service of process, and other legal requests
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related to the City without first notifying the City and providing the City 
a reasonable opportunity to respond, unless prohibited by law from 
providing such notice and opportunity. 

9. Termination and Suspension of Service:  In the event of termination
or expiration of the Agreement, Vendor shall implement an orderly
return of City data in CSV or XML or another mutually agreeable
format.  Vendor shall guarantee the subsequent secure disposal of City
data.

a. Suspension of services:  During any period of suspension or
contract negotiation or disputes, Vendor shall not take any
action to intentionally erase any City data.

b. Termination or Expiration of any Services or Agreement in
entirety:  In the event of termination or expiration of any services
or the Agreement in entirety, Vendor shall not take any action to
intentionally erase any City data for a period of 90 days after the
effective date of the termination/expiration.  After such 90-day
period, Vendor shall have no obligation to maintain or provide
any City data and shall thereafter, unless legally prohibited,
dispose of all City data in its systems or otherwise in its
possession or under its control as specified in section 9.d below.
Within this 90-day period, Vendor will continue to secure and
back up City data covered under the Agreement.

c. Post-Termination Assistance:  The City shall be entitled to any
post-termination assistance generally made available with
respect to the services provided under the Agreement unless a
unique data retrieval arrangement has been established as part
of the Agreement or otherwise agreed in writing by Vendor and
the City.

d. Secure Data Disposal:  When requested by the City or when
required under section 9.b above, Vendor shall destroy all
requested data in all of its forms, for example: disk, CD/DVD,
backup tape, and paper. Data shall be permanently deleted and
shall not be recoverable, according to National Institute of
Standards and Technology (NIST) approved methods, and
certificates of destruction shall be provided to the City.

10. Background Checks:  Vendor shall conduct criminal background
checks and not utilize any staff, including subcontractors, to fulfill the
obligations of the Agreement who have been convicted of any crime of
dishonesty, including, but not limited to, criminal fraud.  Vendor shall
promote and maintain awareness of the importance of securing the
City's information among Vendor's contractors, employees and agents.

11. Data Dictionary:  Prior to go-live, Vendor shall provide to the City a
data dictionary.
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12.Security Logs and Reports:  Vendor shall allow the City access to
system security logs that affect the engagement under the Agreement,
its data and or processes. This includes the ability for the City to
request a report of the records that a specific user accessed over a
specified period of time.

13. Contract Audit:  Vendor shall allow the City to audit conformance to
Agreement terms, system security and data centers as appropriate.
The City may perform this audit or contract with a third party at its
discretion at the City’s expense.  Such reviews shall be conducted with
at least 30 days advance written notice and shall not unreasonably
interfere with Vendor’s business.

14. Subcontractor Disclosure:  Vendor shall identify to City technical
staff all of its strategic business partners related to services provided
under the Agreement, including, but not limited to, all subcontractors or
other entities or individuals who may be a party to a joint venture or
similar agreement with Vendor, who will be involved in any application
development and/or operations.

15. Third-Party Vendors: Vendor may use third-party vendors to provide
services to City. Vendor must ensure that any third-party vendor is also
SOC2 compliant and must provide to the City evidence of compliance
upon City request.

16. Business Continuity:  Vendor will maintain a comprehensive
continuity of operations plan consistent with SOC2 requirements and
will regularly review and update the plan as necessary. Vendor will
provide the City with notice of any changes to the continuity of
operations plan that may impact the City’s use of the services under
the Agreement.

a. In the event of a disruption of Vendor’s operations, Vendor will
use commercially reasonable efforts to restore service as soon
as possible, consistent with SOC2 requirements.

b. Vendor will conduct regular tests of its continuity of operations
plan to ensure that it is effective and up-to-date.

17. Operational Metrics:  Vendor and the City technical staffs shall reach
agreement on operational metrics and document these metrics in the
Agreement or elsewhere in writing.  Examples include, but are not
limited to:

a. Advance notice and change control for major upgrades and
system changes

b. System availability/uptime guarantee/agreed-upon maintenance
downtime

c. Recovery time objective/recovery point objective

d. Security vulnerability scanning
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18.Third Party Supplier Access to City Data: Vendor will provide an
initial list of suppliers with access to City data and maintain the list for
the duration of the Agreement. Vendor will notify the City within 90
days of any change to the supplier list.

This Addendum is part of the Agreement.  In the event of any inconsistency 
between provisions of the Agreement and this Addendum, the provisions most
stringent on Vendor shall control.

Signature on this Addendum may be by ink, pdf, email, fax, electronic signature 
or other electronic means, or any combination thereof, in which case such 
signature(s) will deemed an original signature. 

VENDOR: 

By: ____________________ 

Printed Name: 

Title: 

Email Address of Signer: 
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ADDENDUM 
(CAT 3 AND/OR CAT 4 DATA SHARING) 

Receiving Party: 

Agreement:

Short Description 
of Confidential 
Information to be 
Shared 

Authorized Use of 
Confidential 
Information

Receiving Party and the City of Everett agree as follows: 

1. Definitions

“Agreement” means agreement(s) between the City and Receiving Party
as shown in the table above.  An Agreement may be in the form of a
contract, a work order, a statement of work, or any other document under
which the City is to share or otherwise allow Receiving Party use of
Confidential Information.

“Authorized Use” means the use of the Confidential Information set forth
in the table above.

“Authorized User” means persons or classes of persons in Receiving
Party’s workforce who need access to Confidential Information to carry out
their duties.

“City” means the City of Everett.

“City Data Security Requirements” means the requirements in the
attached EXHIBIT A: CITY DATA SECURITY REQUIREMENTS.

“Category 3 Confidential Information” means information that is
specifically protected from disclosure by law. It may include but is not
limited to

Personal Information about individuals, regardless of how
that information is obtained;

Information concerning employee personnel records, or
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Information regarding IT infrastructure and security of
computer and telecommunications systems.

“Category 4 Confidential Information” means information that is 
specifically protected from disclosure by law and for which:  

Especially strict handling requirements are dictated, such as
by statutes, regulations, or agreements; or

Serious consequences could arise from unauthorized
disclosure, such as threats to health and safety, or legal
sanctions.

“Confidential Information” means information of any kind that is (1) 
categorized as Category 3 Confidential Information and/or Category 4 
Confidential Information and (2) is disclosed by the City to Receiving 
Party. 

“Confidential Data Breach” means the unauthorized acquisition, access, 
use, or disclosure of Confidential Information shared under this Agreement 
that compromises the security, confidentiality or integrity of the 
Confidential Information.   

“Department” means the City’s Information Technology Department. 

“Director” means the City’s Director of Information Technology.  

“Disclosure” or “Disclose” means the disclosure, release, transfer, 
provision of, access to, or divulging information in any manner from one 
person to another person. 

“Personal Information” means information identifiable to any person, 
including, but not limited to, information that relates to a person’s name, 
health, finances, education, business, use or receipt of governmental 
services or other activities, addresses, telephone numbers, Social Security 
Numbers, driver license numbers, other identifying numbers, and any 
financial identifiers. 

“Receiving Party” means the person set forth in the table above.  Unless 
the specifically stated otherwise in this Addendum, “Receiving Party” 
includes the Receiving Party’s owners, members, officers, directors, 
partners, employees, and/or agents.  For purposes of any permitted 
subcontract, “Receiving Party” includes any subcontractor and its owners, 
members, officers, directors, partners, employees, and/or agents. 

“Use” includes assessing or sharing data or the employment, application, 
utilization, examination, or analysis of data. 

“Washington OCIO Security Standard” means the Washington Office of 
the Chief Information Officer Standard, 141.10 
(https://ocio.wa.gov/policies/141-securinginformation-technology-
assets/14110-securing-informationF-technology-assets), as such standard 
may be hereafter amended or superseded.
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2. Purpose

The purpose of this Addendum is to provide terms and conditions under
which the City will allow the restricted use of its Confidential Information to the
Receiving Party, and under which the Receiving Party may receive and use
the Confidential Information. This Addendum ensures that City Confidential
Information is provided, protected, and used only for purposes authorized by
this Addendum and state and federal law governing such use.

The Confidential Information to be shared under this Addendum is shared to
help the City fulfill its functions as municipal corporation under the laws of the
State of Washington.

3. Confidential Information Use Requirements

a. Receiving Party acknowledges that the City is providing City Confidential
Information to Receiving Party under this Addendum.

b. The City does not provide Confidential Information for Receiving Party’s
discretionary use.  Receiving Party must use the Confidential Information
only for the Authorized Use.

c. Receiving Party shall not access or use the Confidential Information for
any commercial purpose except as necessary for the Authorized Use or
for any personal purpose.

d. Unless the Agreement specifically states otherwise, the Confidential
Information may not be linked with other data sources without prior
written agreement of the Director.

e. Unless the Agreement specifically states otherwise, the Receiving Party
is not authorized to update or change any Confidential Information on
any City system without prior written agreement of the Director.

4. Confidential Information Security

a. Receiving Party shall take due care and take reasonable precautions to
protect the City’s data from unauthorized physical and electronic access.
Receiving Party certifies that it complies with the requirements of the
Washington OCIO Security Standard’s policies and standards for data
security and access controls to ensure the confidentiality, integrity and
availability of all data shared.

b. Receiving Party must protect and maintain all Confidential Information
against unauthorized use and disclosure. This duty requires Receiving
Party to employ reasonable security measures in accordance with
Washington OCIO Security Standard.  Receiving Party will restrict access
to the Confidential Information by:

Allowing access only to Authorized Users that have an authorized
business requirement to view the Confidential Information; and

Physically securing any computers, documents, or other media
containing the Confidential Information.
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c. Receiving Party for all Confidential Information must comply with the City
Data Security Requirements (EXHIBIT A: CITY DATA SECURITY
REQUIREMENTS).

5. Confidential Information Non-Disclosure.

a. Receiving Party shall not disclose, in whole or in part, the Confidential
Information provided by City to any individual or entity, unless this
Addendum specifically authorizes the disclosure.  Confidential Information
may be disclosed only to persons and entities that have the need to use
the data to achieve the Authorized Use and only when such disclosure is
in accordance with this Addendum.

b. Receiving Party shall not use, publish, transfer, sell, or otherwise disclose
any Confidential Information for any purpose that is not directly connected
with the Authorized Use, except:

As required by law in accordance with Section 8; or

With the prior written consent of the Director; or

In the case of Confidential Information including Personal
Information, with the prior written consent of the Director and the
prior written consent of the person or personal representative of
the person who is the subject of the Confidential Information.

c. Receiving Party must identify to the City:

Authorized Users, which are those persons or classes of persons
in its workforce who need access to Confidential Information to
carry out their duties; and

For each such person or class of persons, the types of
information to which access is needed and any conditions
appropriate to such access.

d. Authorized Users may access Confidential Information only for the
Authorized Use.  For each Authorized User:

Receiving Party shall instruct the Authorized User on the
requirements of this Addendum. This means that the Receiving
Party shall ensure that all staff with access to the Confidential
Information are aware of the use and disclosure requirements of
this Addendum, will advise new staff of the provisions of this
Addendum, and will provide an annual reminder to staff of these
requirements. will access

Receiving Party shall require the Authorized User to read and
sign an agreement to comply with the non-disclosure
requirements of this Addendum prior to being granted access to
Confidential Information. This written agreement must be (i)
maintained by Receiving Party for a minimum of six years from
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the date the Authorized User’s access to Confidential Information
ends and (ii) provided to the City upon request.

e. Receiving Party must implement policies and procedures that limit the
Confidential Information disclosed to Authorized Users to the amount
reasonably necessary to achieve the purpose of the disclosure as
described in this Addendum.

f. Any disclosure of Confidential Information contrary to this Addendum is
unauthorized and is subject without limitation to penalties identified in law.

6. Confidential Information Disposal.

a. Receiving Party shall promptly dispose of Confidential Information and
Confidential Information Products upon the occurrence of any of the
following:

Written request from the Department; or

At the end of the term of the Agreement; or

When no longer needed for the Authorized Use, or

Six years have elapsed from the date the Confidential Information
was received from the City, unless otherwise directed by the
Department.

b. All Confidential Information and Confidential Information Product disposal
must be in accordance with the City Data Security Requirements
(EXHIBIT A: CITY DATA SECURITY REQUIREMENTS).  Receiving Party
will provide written certification of disposition at the Department’s request
in a form reasonably acceptable to the Department.

c. Receiving Party may retain Confidential Information as necessary for
compliance or accounting purposes with the prior written consent of the
Department, which will not be unreasonably withheld.

d. Paper documents with Confidential Information may be recycled through a
contracted firm, provided the contract with the recycler specifies that the
confidentiality of information will be protected, and the information
destroyed through the recycling process. Paper documents containing
Category 4 Confidential Information must be destroyed on-site through
shredding, pulping, or incineration.

7. Confidential Data Breach

a. The compromise or potential compromise of Confidential Information that
may be a breach that requires notice to affected individuals under RCW
42.56.590, RCW 19.255.010, or any other applicable breach notification
law or rule must be reported to the Director within one (1) business day of
discovery.
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b. If the Receiving Party does not have full details about the incident, it will
report what information it has and provide full details within 15 business
days of discovery. To the extent possible, these initial reports must include
at least:

The nature of the unauthorized use or disclosure, including a brief
description of what happened, the date of the event(s), and the
date of discovery;

A description of the types of information involved;

The investigative and remedial actions the Receiving Party or its
subcontractor took or will take to prevent and mitigate harmful
effects and protect against recurrence;

Any details necessary for a determination of whether the incident
is a breach that requires notification under RCW 19.255.010,
RCW 42.56.590, or any other applicable breach notification law or
rule; and

Any other information City reasonably requests.

c. Receiving Party must also take actions to mitigate the risk of loss and
comply with any notification or other requirements imposed by law or the
City.

d. If notification to individuals must, in the sole judgement of City, be made,
the Receiving Party will further cooperate and facilitate notification to
required parties, which may include notification to affected individuals, the
media, the Attorney General’s Office, or other authorities based on
applicable law.  At the City’s sole discretion, Receiving Party may be
required to directly fulfill notification requirements, or if the City elects to
perform the notifications, the Receiving Party must reimburse the City for
all associated costs.

e. Receiving Party is responsible for all costs incurred in connection with a
security incident, privacy breach, or potential compromise of Confidential
Information, including:

Computer forensics assistance to assess the impact of a
Confidential Data Breach, determine root cause, and help
determine whether and the extent to which notification must be
provided to comply with breach notification laws;

Notification and call center services for individuals affected by a
security incident or privacy breach, including fraud prevention,
credit monitoring, and identify theft assistance; and

Regulatory defense, fines, and penalties from any claim in the
form of a regulatory proceeding resulting from a violation of any
applicable privacy or security law(s) or regulation(s).
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f. Receiving Party’s obligations regarding breach notification survive any
termination of this Addendum and continue for as long as Receiving Party
maintains the Confidential Information and for any breach or potential
breach, at any time.

8. Legally Required Disclosure of Confidential Information

Receiving Party shall provide Formal Notice to the City within five days after
receipt of any of the following:

A public records request under Chapter 42.56 RCW or any other
public disclosure law;

A subpoena for disclosure of Confidential Information; or

Any other request for disclosure of Confidential Information that
Receiving Party believes may legally bind Receiving Party to
disclose Confidential Information.

Receiving Party shall cooperate with the City in redacting or withholding 
Confidential Information from disclosure in accordance with applicable law.  If 
Receiving Party determines that it must disclose Confidential Information, 
Receiving Party shall provide the City at least fifteen (15) days prior Formal 
Notice of the date of such disclosure, so that the City may seek an injunction 
against disclosure. 

9. Subcontractors

Receiving Party will not enter into any subcontract that discloses Confidential
Information to a subcontractor not identified in the Agreement without written
approval of the Director in the Director’s sole discretion.  If such disclosure is
so approved, then (A) such disclosure will only be for the specific purpose
and uses authorized by City and (B) Receiving Party must include all
requirements of this Addendum (including its Data security terms, conditions
and requirements) in any such subcontract.  In no event will the existence of a
subcontract operate to release or reduce any responsibility or liability of
Receiving Party to the City for any Confidential Data Breach, breach of this
Addendum or violation of applicable law.

10. HIPAA/Business Associate Agreement

If the Confidential Information includes protected health information (as
defined under 45 CFR §§164.501 and 160.103), then the City and Receiving
Party will execute a separate Business Associate Agreement as required by
applicable law.

11. Insurance.

Receiving Party shall maintain the insurance set forth in the City Cyber-
liability Insurance Requirements, available at
https://www.everettwa.gov/319/Procurement.
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12.Term and Termination

This Addendum remains in effect for as long as Receiving Party has access
to or otherwise uses Data.  This Addendum may remain in effect for a longer
term than the Agreement.

13.Monitoring

Receiving Party agrees that City will have the right, at any time, to monitor,
audit, and review activities and methods in implementing this Agreement in
order to assure compliance.

At the City’s request or in accordance with Washington OCIO Security
Standard, Receiving Party shall obtain third-party audits covering Data
Security and Permissible Use. Receiving Party may cover both the
Permissible Use and the Data Security Requirements under the same audit,
or under separate audits.

Receiving Party must maintain records related to compliance with this
Addendum for six (6) years after expiration or termination of this Addendum.
The City and its designee will have the right to access those records during
that six-year period for purposes of audit.

14. General Provisions

a. Amendments:  The City Data Security Requirements (EXHIBIT A: CITY
DATA SECURITY REQUIREMENTS) may be modified by written
agreement between the Director and an authorized representative of
Receiving Party.  All other provisions of this Addendum may be modified
only by a written amendment signed by the Mayor of the City and by an
authorized representative of Receiving Party.

b. Assignment:  Receiving Party shall not assign this Addendum without the
prior written consent of the Director, which may be withheld at the
Director’s sole discretion.

c. Governing Law and Venue:  This Addendum is governed by, and will be
construed and enforced in accordance with, the laws of the State of
Washington.  Snohomish County Superior is the exclusive venue for any
lawsuit regarding this Addendum.

d. Waiver:  Waiver of any breach or default on any occasion will not be
deemed to be a waiver of any subsequent breach or default.  Any waiver
will not be construed to be a modification of the terms and conditions of
this Addendum.

e. Formal Notice:  When “Formal Notice” to the City is required under this
Addendum, notice is only effective if in writing and the notice is delivered
in accordance with either of the following:
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Delivered by email to the Director, and the Director specifically
acknowledges receipt of the notice in writing; or

The notice is physically delivered to both of following persons at the
following physical addresses:

Director of Information Technology
2930 Wetmore Ave 
Everett, WA 98201 

City Clerk 
2930 Wetmore Ave
Everett, WA 98201 

f. Indemnification:

(1) Receiving Party shall be responsible for and shall indemnify,
defend, and hold the City harmless from any and all claims, costs,
charges, penalties, demands, losses, liabilities, damages,
judgments, or fines, of whatsoever kind of nature, arising out of or
relating to (i) Receiving Party or any of its subcontractor’s
performance or failure to perform this Addendum, or b) the acts or
omissions of Receiving Party or any of its subcontractors.

(2) Receiving Party’s duty to indemnify, defend, and hold the City
harmless from any and all claims, costs, charges, penalties,
demands, losses, liabilities, damages, judgments, or fines shall
include the City’s personnel-related costs, reasonable attorney’s
fees, court costs, and all related expenses.

(3) Receiving Party waives its immunity under Title 51 RCW to the
extent it is required to indemnify, defend, and hold harmless the
City and its officials, agents, or employees.

(4) Nothing in this section shall be construed as a modification or
limitation on Receiving Party’s obligation to procure insurance in
accordance with this Addendum or the scope of such insurance.

g. Public Records Act.  Receiving Party acknowledges that the City is
subject to the Public Records Act (Chapter 42.56 RCW). This Addendum
is a “public record” as defined in Chapter 42.56 RCW. Any documents or
information submitted to the City by Receiving Party may also be
construed as “public records” and therefore subject to public disclosure.

h. Signatures:  The parties may execute this Addendum in multiple
counterparts, each of which is deemed an original and all of which
constitute only one Addendum.  Signature on this Addendum may be by
pdf, email, fax or other electronic means, in which case such signature(s)
will have the same effect as an original ink signature.

h. Coordination of Agreement and Addenda:  This Addendum is part of the
Agreement.  In the event of any inconsistency between provisions of the
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Agreement and this Addendum, the provisions most stringent on Receiving 
Party shall control.

[signatures on following pages]
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RECEIVING PARTY:

By: ____________________

Printed Name:

Title:  

Email Address of Signer:    

https://na4.documents.adobe.com/verifier?tx=CBJCHBCAABAAqvgBilyNCyifrGUec0fR9-mU3GqcTf2X
https://na4.documents.adobe.com/verifier?tx=CBJCHBCAABAAqvgBilyNCyifrGUec0fR9-mU3GqcTf2X
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EXHIBIT A: CITY DATA SECURITY REQUIREMENTS

1. Definitions

In addition to the definitions set out in the Addendum, the definitions below apply to
this Exhibit.

A) “Hardened Password” means a string of characters containing at least one (1) capital
letter, one (1) lowercase letter, one (1) number, one (1) non-alphanumeric or special
character.
1) Minimum password length is 9 characters.
2) Users may not use their previous ten (10) passwords.
3) Cannot be a dictionary word or a proper name.
4) Cannot be the same as a User ID or contain the User ID string.

B) “Portable/Removable Media” means any data storage device that can be detached or
removed from a computer and transported, including but not limited to: optical media
(e.g. CDs, DVDs); USB drives; or flash media (e.g. CompactFlash, SD, MMC). Confidential
Information is forbidden from being stored on, transported on, copied to or backed up
on portable/removable media.

C) “Portable/Removable Devices” means any small computing device that can be
transported, including but not limited to: handhelds/PDAs/Smartphones; Ultramobile
PC’s, flash memory devices (e.g. USB flash drives, personal media players); and
laptops/notebook/tablet computers.

D) “Secured Area” means an area to which only Authorized Users have access. Secured
Areas may include buildings, rooms, or locked storage containers (such as a filing
cabinet) within a room, as long as access to the Data is not available to unauthorized
personnel.

E) “Transmitting” means the transferring of data electronically, such as via email, SFTP, etc.
F) “Trusted System(s)” means the following methods of physical delivery:

1) hand-delivery by a person authorized to have access to the Confidential Information
with written acknowledgement of receipt;

2) United States Postal Service (“USPS”) first class mail, or USPS delivery services that
include Tracking, such as Certified Mail, Express Mail or Registered Mail; (3)
commercial delivery services (e.g. FedEx, UPS, DHL) which offer tracking and receipt
confirmation; and (4) City interoffice mail system, using a privacy envelope.

G) “Unique User ID” means a string of characters that identifies a specific user and which, in
conjunction with a password, passphrase, or other mechanism, authenticates a user to
an information system.

2. Data Transmission
A) When transmitting City’s Confidential Information electronically, including via email, the

Data must be encrypted using NIST 800-series approved algorithms
(http://csrc.nist.gov/publications/PubsSPs.html). This includes transmission over the public
internet.

B) When transmitting City’s Confidential Information via paper documents, the Receiving
Party must use a Trusted System.
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3. Protection of Confidential Information
A) Confidential Information will be encrypted with NIST 800-series approved algorithms.

Encryption keys will be stored and protected independently of the Confidential
Information. Access to the Confidential Information will be restricted to Authorized Users
through the use of access control lists, a Unique User ID, and a Hardened Password, or
other authentication mechanisms which provide equal or greater security. Systems which
contain or provide access to Confidential Information must be located in an area that is
accessible only to authorized personnel, with access controlled through use of a key, card
key, combination lock, or comparable mechanism.

B) Confidential Information may not be stored on Portable/Removable Media or Devices.

C) Any paper records containing Confidential Information must be protected by storing the
records in a Secured Area that is accessible only to authorized personnel. When not in use,
such records must be stored in a locked container, such as a file cabinet, locking drawer, or
safe, to which only authorized persons have access.

4. Confidential Information Segregation
City’s Confidential Information received under this MDSA must be segregated or otherwise
distinguishable from non-City data. This is to ensure that when no longer needed by the 
Receiving Party, all of City’s Confidential Information can be identified for return or 
destruction. It also aids in determining whether City’s Confidential Information has or may 
have been compromised in the event of a security breach.  

a. City’s Confidential Information must be kept in one of the following ways:

i. on media (e.g. hard disk,  tape, etc.) which will contain only City Confidential
Information; or

ii. in a logical container on electronic media, such as a partition or folder dedicated
to City’s Confidential Information; or

iii. in a database that will contain only City Confidential Information; or

iv. within a database and will be distinguishable from non-City data by the value of a
specific field or fields within database records; or

v. when stored as physical paper documents, physically segregated from non-City
data in a drawer, folder, or other container.

b. When it is not feasible or practical to segregate City’s Confidential Information from
non-City data, then both City’s Confidential Information and the non-City data with which it
is commingled must be protected as described in this Exhibit.

5. Confidential Information Disposition
When the Confidential Information is no longer needed, except as noted below, the
Confidential Information must be returned to City or destroyed. Media are to be destroyed 
using the US Department of Defense 5220.22-M Standard.  

For City’s Confidential Information stored on network disks, deleting unneeded Confidential 
Information is sufficient as long as the disks remain in a Secured Area and otherwise meet 
the requirements listed in Section 3, above.  Destruction of the data as outlined in this 
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section of this Exhibit may be deferred until the disks are retired, replaced, or otherwise 
taken out of the Secured Area. 
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ADDENDUM 
(WASHINGTON STATE TRANSPARENCY LAWS)

Vendor:

Agreement:

The City of Everett and the above Vendor are parties to the above Agreement.  
Regardless of anything to the contrary in the Agreement, Vendor agrees as 
follows: 

1. The Agreement does not require the City to keep confidential or
otherwise refrain from disclosing anything that is determined by the
City Clerk to be subject to disclosure under the Washington Public
Records Act, chapter 42.56 RCW.

2. The Agreement does not require the City to destroy or return anything
that is subject to retention requirements established by the Washington
Secretary of State or established by applicable law.

3. The Agreement does not require the City to have any City employee
sign any agreement.

4. The Agreement itself (and its related amendments, purchase orders,
scopes of work, service orders or similar documents stating work to be
done for the City or pricing for the City) are never confidential and may
at any time be posted to the City’s public website.

Signature on this Addendum may be by ink, pdf, email, fax, electronic signature 
or other electronic means, any of which is fully effective.

VENDOR: 

By: ____________________ 

Printed Name:

Title:

Email Address of Signer:
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